
Technology Flash  
 Technology –Security of electronic payments 

Madrid, 14 May 2014 

Análisis Económico 

Financial Inclusion Unit  
David Tuesta 
David.tuesta@bbva.com 

Carmen Cuesta 
Carmen.cuesta@bbva.com 

Recommendations for the security of 
electronic payments 
 On 12 May 2014, ECB published the report on “Final recommendations for the security 

of payment account access services following the public consultation” which was 
conducted by the SecuRe Pay Forum.  

 This report complements the “Assessment guide for the security of internet payments” 
and the “Recommendations for the security of mobile payments” reports whose aim is to 
set up guidelines and minimum security requirements to be reviewed by supervisors, but 
they are also a set of security measures to be implemented by Payment Service Providers 
(PSPs), governance authorities of payment instrument schemes, mobile network 
operators and other stakeholders that deal with electronic payments.   

 TPPs (Third Party Payment Service Providers), whose activity requires access to payment 
accounts, are not subject to supervisory requirements until PSD2 (Payment Services 
Directive) comes into force. The PSD2 also commits the EBA to provide security 
guidelines for these issues. Thus, the SecuRe Pay recommendations are neither expected 
nor enforced by the member authorities of the Forum (as were the recommendations 
about internet payments). In any case, the report provides a reference for the final 
guidelines that EBA is required to establish. 

 The financial sector welcomes the advances in the development of security guidelines. 
Meanwhile, the regulatory approval of PSD2 goes on, as it will shorten the time before its 
contribution to fraud mitigation kicks in and therefore it will enhance consumer trust in 
electronic payments and e-commerce.  

 Table 1 describes the Schedule of next steps (the EBA may change some dates) 

Table 1 

SecuRe Pay recommendations 

 
Date of 
issue Entities in the scope  

Assessment guide for the 
security of internet 
payments  
 

Feb2014  PSPs: Payment Service 
Providers 

 Governance authorities of 
payment instrument 
schemes  

Final text. 
SecuRe Pay Forum members are 
enforced to implement it by February 
2015. 

Final recommendations 
for the security of 
payment account access 
services following public 
consultation 
 

May2014  Third Party Payment Service 
Providers 

 PSPs: Payment Service 
Providers 

   
 

SecuRe Pay Forum has released its final 
text. It is a basis for EBA´s further 
guidelines.  
 

Recommendations for 
the security of mobile 
payments 

Nov2013  MPSPs:Mobile Payment 
Service Providers 

 Governance authorities of 
payment instrument  

 Governance authorities of 
payment instrument 
schemes 

Public consultation on the paper ended 
in January 2014. A final report is 
expected to be released by the end of 
2014 and the recommendations should 
be implemented two years after 
(February 2017) 
The EBA is expected to include the 
recommendations in its further security 
guidelines. 

Source: BBVA Research 

 

http://www.ecb.europa.eu/pub/pdf/other/assessmentguidesecurityinternetpayments201402en.pdf
http://www.ecb.europa.eu/pub/pdf/other/assessmentguidesecurityinternetpayments201402en.pdf
http://www.ecb.europa.eu/pub/pdf/other/assessmentguidesecurityinternetpayments201402en.pdf
http://www.ecb.europa.eu/pub/pdf/other/pubconsultationoutcome201405securitypaymentaccountaccessservicesen.pdf
http://www.ecb.europa.eu/pub/pdf/other/pubconsultationoutcome201405securitypaymentaccountaccessservicesen.pdf
http://www.ecb.europa.eu/pub/pdf/other/pubconsultationoutcome201405securitypaymentaccountaccessservicesen.pdf
http://www.ecb.europa.eu/pub/pdf/other/pubconsultationoutcome201405securitypaymentaccountaccessservicesen.pdf
http://www.ecb.europa.eu/pub/pdf/other/pubconsultationoutcome201405securitypaymentaccountaccessservicesen.pdf
https://www.ecb.europa.eu/paym/cons/pdf/131120/recommendationsforthesecurityofmobilepaymentsdraftpc201311en.pdf?7f9004f1cbbec932447c1db2c84fc4e9
https://www.ecb.europa.eu/paym/cons/pdf/131120/recommendationsforthesecurityofmobilepaymentsdraftpc201311en.pdf?7f9004f1cbbec932447c1db2c84fc4e9
https://www.ecb.europa.eu/paym/cons/pdf/131120/recommendationsforthesecurityofmobilepaymentsdraftpc201311en.pdf?7f9004f1cbbec932447c1db2c84fc4e9
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DISCLAIMER 

This document has been prepared by BBVA Research Department, it is provided for information purposes only and expresses data, opinions or 
estimations regarding the date of issue of the report, prepared by BBVA or obtained from or based on sources we consider to be reliable, and 
have not been independently verified by BBVA. Therefore, BBVA offers no warranty, either express or implicit, regarding its accuracy, integrity or 
correctness. 

Estimations this document may contain have been undertaken according to generally accepted methodologies and should be considered as 
forecasts or projections. Results obtained in the past, either positive or negative, are no guarantee of future performance. 

This document and its contents are subject to changes without prior notice depending on variables such as the economic context or market 
fluctuations. BBVA is not responsible for updating these contents or for giving notice of such changes. 

BBVA accepts no liability for any loss, direct or indirect, that may result from the use of this document or its contents. 

This document and its contents do not constitute an offer, invitation or solicitation to purchase, divest or enter into any interest in financial assets 
or instruments. Neither shall this document nor its contents form the basis of any contract, commitment or decision of any kind.  

In regard to investment in financial assets related to economic variables this document may cover, readers should be aware that under no 
circumstances should they base their investment decisions in the information contained in this document. Those persons or entities offering 
investment products to these potential investors are legally required to provide the information needed for them to take an appropriate 
investment decision. 

The content of this document is protected by intellectual property laws. It is forbidden its reproduction, transformation, distribution, public 
communication, making available, extraction, reuse, forwarding or use of any nature by any means or process, except in cases where it is legally 
permitted or expressly authorized by BBVA. 

 

 


